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This is a mobile wireless security inspection solution against 
the latest security threats to the wireless devices

Integrated security solution 
for wireless network 
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AnywhereAnytime Accurate

AtEar solution aims at providing a safe wireless environment 
by systematically analyzing the status of various wireless devices 

widely distributed in SME, CORPORATE, and GOVERNMENT
and detecting the hacking threats taking place in wireless networks.

AtEar offers the wireless device scanning 
and the security status management anytime and anywhere.

AtEar service

Process

Accurate detection Full support of Wi-Fi 6 and 
Bluetooth detection

Wi-Fi 6 Bluetooth 5

Automated ethical hacking

By the optimized scanning wireless 
device security threats can be 

detected swiftly.

Management of unauthorized 
wireless devices with Wi-Fi 6 and 

Bluetooth detection.

Treatment and analysis of vulnerabilities 
in wireless devices by using an 

automated ethical hacking function.

Wireless vulnerability 
checkup

Detailed AP status check

Hidden SSID checkup

Encryption method checkup
Wireless status checkup 

WiFi / Bluetooth

Individual / Integrated report

Compliance regulations

Ethical hacking result

Interlinked report of 
‘AtEar Pro’ and ‘AtEar Mobile’

Inspection report

Ethical hacking

Internal network usage checkup

Location tracking

Unauthorized AP

Authorized  /    Unauthorized AP 
Classification



key features

Wireless device scan, threat detection

&
Wireless device type identification Dual scanning simultaneously

&Wi-Fi
-  Physical AP
-  Arbitrarily manipulated AP Bluetooth

Scans wireless devices to identify types and detects device vulnerability threats by using WIDS function

Provision of statistics and inspection report

Ethical hacking function

Treatment and analysis of vulnerabilities in wireless devices by using an ethical hacking function

Wireless device management

By registering and listing up the wireless device assets with due authorization, 
the external and unauthorized APs can be discriminated.

Unauthorized / Illegal Device
Authorized AP List of authorization

Authorized

Hidden SSID detection

Detection and acquisition of AP's SSID, using the Hidden SSID

Hidden SSID

Probe request

Probe response
Client

Packet DumpBlock

Provision of statistics and inspection report according to 
wireless protocol and device classification.

WPS CrackingAuto Key Cracking MITM




